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Executive Summary

Executive Summary

i nCal | i Graduatel research assistants, Researchers and Faculties from universities & think tanks for i
| innovative and original research ideas focused on Cybersecurity threats to Smart Cities with an |
i opportunity towin ~ USD $ 1,500,000 ! 0o |

All awards will be selected by a rigorous, three -stage merit review ¢ Our Partners

process

i A Begins: June 2019 A Notification of acceptance: ]

{/o Gl AUGER €6, 20 September 19, 2019 . | d—aul5 dooly [E3p7) Dubai Electronic
T~ . Khalifa University Security Center
| Stage 2: Callfor Posters i

' A Closes: September 26, 2019 October 31, 2019 !
T & Sucaifog ol usosofiniiiio Urbbgl e<ljgagrid cnls
| Stage 3: Callfor Full Proposals i MDHAMMED 81N RAsHID AL MAKTOUN E2 NYU |ABU DHABI
. A Begins: November 2019 A Notification of winners: : Vohammed Bin Rashid Al o

| A Closes: February 18, 2020 May 2020 i Maktoum Knowledge New Y/igku%nr:\;irisny
'''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' Foundation

Selected teams from Pre-proposals stage will be flown to Abu Dhabi, 1

UAE to present their poster talks during HITB * CyberWeek 2019 . ?"{ LY
HackinTheBox (HITB) is a series of network security and hacking related g’dﬁ‘ww AR,

2 POLYTECHNIC di )l &_ogla
conferences held annually around the world. HITB * CyberWeek UAE UNIVERSITY OF SHARJAH
2019 is a new flagship event where one of the main programs being Abu Dhabi Polytechnic , o
delivered is the University  Pavilion, which showcases the Cybersecurity (ADPoly ) Sharjah University

Research Award and career fairs related to cyber security .
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Executive Summary

Executive Summary

P

- CALL FOR PRROPOSALS ]

q

Submit pre-proposals by filing the Pre-proposal cover page and send it along with your
csra@darkmatter .ae. All applicants must read and agree to the Call for Pre-proposal
making a submission . All submissions must be received on or before August 30, 2019 .

pre -proposals at
Submission Requirements prior to

-
I
!
I
\

-

SUBMISSION REQUIREMENTS AND RECOMMENDATIONS ]

Please read carefully the  grant process and requirements included in pages 27 - 39.

' RESEARCH AWARD REVIEW & CONTENT SELECTION ]

All awards will be selected by a rigorous, three -stage merit review process, and announced in May 2020. To identify which
projects to support, the Cybersecurity Research Award (CRA) committee will rely on a merit review process that

incorporates consideration of both the technical aspects of a proposed project and its potential to contribute more broadly
to the security of Smart Cities.

-

' PARTICIPANTS BENEFITS ]

]
J
]
o

|
\

The award fund totaling to USD $1.5M will be dispersed across a period of 3 years (not exceeding USD $500,000 per

year ). The institution/s working on the product/idea will own the IP. However, DarkMatter will have first right to license the
product/idea .
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The Context
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HITB* CyberWeek UAE 2019

@ HiTB CyberWeek

A HITB *CyberWeek UAE 2019 is a new flagship event of
HackinTheBox (HITB) based in Abu Dhabi .

be conducted across a six-day period
12t 717t 2019 .

20 activities
main themes

A This event will
from October

A Event wil combine over
simultaneously across four

LN JRERC)

Talks

and programs

Open Areas
and R&D

Trainings Competitions

The HITB * Cyber

work streams :

</

Digital
Oasis

The University
elements :

1. UAE Cybersecurity

2. Career Zone

Teachers
Development

Pavilion  workstream

Week UAE 2019

has three key

%)

University
Pavilion

consists of two

Research Award
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The Cybersecurity Research Award

@ Three pillars underpin the award scheme

AN

EIGHT APPLICATIONS
Cybersecurity threats to 1. Security 1. Artificial Intelligence |
Smart Cities 2. Energy . (Machine Learning) _
being a mandate to 3. Healthcare . i 2. Blockchain/Cryptography
address to both DMG and 4. Water Lo (e.g., side channel analysis
national cybersecurity .+ 5. Economic Development techniques and post
strategies n and housing | quantum crypto)
.+ 6. Engagement and . i 3. Big Data
community 4. loT
/. Mobility 1 5. Edge Computing
8. Waste 6. Mobile and the cloud

___________________________________________________________________________________________________________________________________________________________________________
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Research Context

To ensure secure and resilient cities in the UAE, It is fundamental that
we are able to avoid and respond to threats across three levels

Three Layers of

Adoption and usage , often
leading to-better decisions and
behavior change

Smart applications and data
analysis capabilities

© SO

The tech base includes networks
of connected devices and sensors

ASmartness

&

y Cybersecurity vulnerabilities in smart

cities:

A The Internet of Things provides extensive Asurf ace

a r e afar hackers to attack.

A Life -and -death risks from compromised security
systems, medical monitors, and self -driving cars

A Severe consequences if bad actors shut down a
citydos power grid or water s

Rigorous defense mechanisms needed to
protect city assets:
A Mission -critical loT applications should have high

levels of security before they are adopted on a large
scale.

A Cities will have to develop cybersecurity expertise, and
stay abreast of the constantly evolving threat
environment

A Cities should prepare for how to respond to breaches:

A Technical remediation
A Plan to maintain calm

A Communication plan

SOURCE: McKinsey Global Institute, June 2018
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An illustrated example of how advances in the transport sector are
vulnerable to potential accidents and cyber attacks

® N A 9

N \\ . Tampering/
N Unauthorized alteration Theft Distributed Denial §
use/ access ;
) of Service (DDoS)
Eavesdropping/
wiretapping ‘ Loss of

x reputation

LOCAL PUBLIC TRANSPORT OPERATORS

(examples)
Q
7 \ <> <>
Metro Light rail

Bus

[ ) ’
Hardware failure/

malfunctioning

=

L»H 2 9

Software error )
Operator/ Electrical and End of support nature
user error frequency disturbance/ obsolescence
interference

SOURCE: Cyber Security for Smart Cities, by the European Union Agency for Network and Information Security, December 2015
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Research Context

Research ideas can examine eight important applications that will be

relevant for cities through 2025

‘@ Economic Development and Housing

ﬂ Security

MM Engagement and Community
A Local civic engagement applications
A Local connection platforms
A Digital citizen services

A Digital business licensing and A Digital land -use and building A Predictive policing A Data -driven building
permitting permitting A Real-time crime mapping inspections
A Digital business tax filing A Open cadastral database A Gunshot detection A Disaster early -warning systems
A Online retraining  programmes A Peer-to -peer accommodation A Smart surveillance A Personal alert applications
A Personalized education platforms . A Emergency response A Home security systems
A Local e -career centers Economic optimization A Crowd Management
- Develc;p;]rgent A Body -worn cameras
% Ene_rgy . Housing
A Building automation systems Q Water
A Home energy automation systems A Water consumption tracking
A Home energy consumption tracking A Leakage detection and control
A Smart streetlights _ A Smart irrigation
A Dynamic electricity pricing Eight A Water quality monitoring
A Distribution automation systems Important

anllen

B waste

A Digital tracking and payment for waste disposal
A Optimization of waste collection routes

@ Healthcare
A

Telemedicine A
Remote patient monitoring

Lifestyle wearables A
First aid alerts

Real-time air quality information
Infectious disease surveillance A
Integrated patient flow

management systems

To o T To To o

SOURCE: McKinsey Global Institute, June 2018

Online care search and

scheduling
Data - based health

interventions: Maternal and

child health
Data - based health

interventions: Sanitation and

hygiene

Applications
Engagement
and
Community
Healthcare Q Mobility
A Real-time public transit

A Smart parking
information A E-hailing (private/pooled)
A Digital public transit payment A Car sharing
A Autonomous vehicles A Bike sharing
A Predictive maintenance of A Integrated mutlimodal
transportation infrastructure information
A Intelligent traffic signals A Real-time road navigation
A Congestion pricing A Parcel load pooling
A Demand -based microtransit A Smart parcel lockers

» DARKMATTER
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The mechanism for launching the cybersecurity research award

STAKEHOLDERS:

A Sponsor:  DarkM

A Participants
Graduate research

atter

assistants,

Researchers, and Faculty from

international

Call for Pre
proposals

Participants

will be invited
to submit pre

proposals
June 2019

Q

Starting Point:

Research theme
ACyber se
Threats In
smart C i

. University students,

local and

universities and think tanks

Submission
date

Review pre -
proposals for
shortlisting
teams for poster
presentations

August 2019

RO

Poster Talks

Invite
stakeholders and
a committee that
will assess the
impact and
presentations of
contestants

Oct 2019

O

Call for Full
Proposals

Shortlisted
teams to be
invited to
submit full
proposals

I Feb2020

Q

Award Ceremony

The duration of the

event is 2 hours
and will be
attended by DM
and
senior leadership
will be invited

[ ™may 2020

Q

June 2020

partnersbo

Cybersecurity
Research Award

The winning team
will receive AED
1.84M each year

A total of AED
5.52M will be
allocated to this
award over the

period of 3 years
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Cybersecurity Research Award Overview
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Research Award Overview

The Research Award Overview - Program Contact Information
O
The Pr ogWeh mo s Forgeneral information about For specific questions about
Portal is: the program, please refer to application preparation,
https://researchawards. the FAQ section at: please contact us at:
cyberweek.ae researchawards.cyberweek.ae csra@darkmatter.ae
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The Research Award Overview I Milestones

Pre - Proposal Poster Talks Full Proposal
Required Invitation Only Invitation Only
Due Date: August 30, 2019, Due Date: September 26, Due Date: February 18, 2020
Midnight Greenwich Mean 2019 Midnight GMT
Time (GMT)

»OARKMATTER 14



The Research Award Overview - Anticipated Award

_____________________________________________________ <
|{ Cooperative Agreement - Anticipated commitment |
: Type of Award of three years |
N e e e e e e o o o e e e e e e e e e e e e e e e o o o e e e e e e e e e e o o o o /
(T T T TS T TS TS T T TS T TS T T T T T T T T T T T T TS TS ST T TS T T T T T T T T T N
| _ USD $1.5M for the winning team distributed over :
! Funding Amount three years in maximum annual amount of USD I
: $500,000 ’I
_____________________________________________________ ~
[ |
I I I
| Indirect Cost 20% maximum of the budgeted direct costs |
| (F&A) ,
]

_____________________________________________________ ~
[ |
| Notification of May 2020, with an anticipated start date of the :
| Award project of June 1, 2020 |
| ]
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The Research Award Overview - Key Components

( \
: The Research Program for Threats to Smart Cities requests innovative research and :
 technology proposals that advance the field of cybersecurity, to protect against |
I threats to Smart Cities, particularly in a highly connected environment. |
\ /
A Each proposal will be required to address how it :

) - : I Emphasis on
will enhance training and capacity building in Fundamental Vulnerabilit General Risk Development
the area of cybersecurity for smart cities Understanding uinerabiiity eneraiRis evelopme

Scanning and Awareness of of Secure
globally . of Threats to : )
" Discovery End Users Devices and
Smart Cities ADDS
A An open data policy on experimental results PP
(after a period of time for validation and initial
analysis by the experimental team) will be the
programés fundamental policy. This sharing of _
data to facilitate the translation and Incident Assessment of Live System Establishment
dissemination of research results is important to Response and Potential Updates and of National
accelerate the advancement of the field. System Impact of Incident Security
. Standards for
_ _ Resilience Cyber Attacks Recovery :
A All proposers will be asked to address social loT Devices

aspects of the proposed work (public
outreach and engagement).

»OARKMATTER 16
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Program Description and Goals
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Program Description and Goals

The purpose of this  International competition is to
stimulate and promote cybersecurity for Smart Cities.

1. Advance the techniques, § 2. Increase the reliability and,
technology and implementation - therefore, the adoption of
of cybersecurity practice. | Smart Cities solutions
DarkMatter sees the program as an Wedre | ooking for | mprbved
opportunity to bring international | various services offered by Smart Cities to |
recognition to the potential of research in citizens and seek to establish Dubai and
cybersecurity for Smart Cities to improve Abu Dhabi as models for safe and
citizensod security, and: s pfunctional@ehdrtCities. Wa hdditionally
investments in research funding and i seek new technologies and methodologies,
research partnerships to advance the field. . allowing for maintaining the highest level

of security at any time in all the systems
involved in the Smart City environment.

» DARKMATTER
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The Cybersecurity Research Award Milestones

There will be three milestones for the research participation:

1. Pre-proposal 2. Poster 3. Full proposal

presentation

PIARKMATTER GUARDED BY GENIUS FOARKMATTER GUARDED BY GENIUS FOARKMATTER GUARDED BY GENIUS
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Milestone 1: Key Requirements for the Pre - Proposals

(Pre - proposals meeting criteria will be eligible for selection to participate in the Poster Talk)
““““““““““““““““““““““““““““““ v * All Pre -proposal responses should  be along
Theme : Cybersecurity Threats to Smart Cities ! e ) e Vo with the Pre -proposal cover page
Submission Date: August 30, 2019
Pre - Proposal - Project Description
TN S ) 1. Identify the Smart City application(s ). Applications for Smart Cities may include:

Security, Energy, Healthcare, Water, Economic Development and housing, Engagement
and community, Mobility and Waste.

B

2. Targeted Cybersecurity Threat: Describe the specific cybersecurity threat that the l
research will potentially target. Technologies may include any of the following: Artificial l
Intelligence (Machine Learning), Blockchain/Cryptography (e.g., side channel analysis i

ottt e le T ~. techniques and post quantum crypto), Big Data, |oT, Edge Computing and Mobile and :
/ \ the cloud l

-~
-

3. Rationale: Identify some key, enabling ideas that will be built upon. Describe the

Proposed Team intellectual approach and qualifications for carrying out the proposed strategies.

Include a table that has four columns 4. Stakeholder community: identify and describe strategies for engaging the

stakeholders involved in the research

. Name ofthe Plorco -PlIs
. Institution
. Department(s)

1
2 5. Anticipated Impacts: How will the research impact Smart Cities? 4
3

\4. Most Relevant Field(s) of Expertise

»IARKMATTER 20



Program Description & Goals

Milestone 2: Key Requirements for the Poster Talks
(The 15 best pre -proposals will be invited to present their posters in October 2019)

Targeted Cybersecurity Threat:
Describe the specific cybersecurity threat
that the research will potentially target

Identify Smart City

Application(s) and Technology
How do they interact?

Anticipated Impacts
PROJECT TITLE HERE How will the research impact
Smart Cities.

First Name Last Name, First Name Last Name, First Name Last Mame

SECTION HEADER

SUBHEAD INTRO SIT AMET,
'CONSECTETUR ADIPISCING. DUIS VEL
3

o £
. a——

SECTION HEADER

P SECTION HEADER

Rationale:  Identify key ideas that
will be built upon. [?e_;scrlbe the
approach and qualifications for
carrying out the proposed strategies.

SECTION HEADER

Stakeholders: Identify & describe

—©® strategies for engaging
stakeholders.

»OARKMATTER 21



Program Description & Goals

Milestone 3: Key Requirements for Winning Proposals
(The 5 best poster talks will be invited to submit full proposals in February 2020)

A focus on revolutionary
research in cybersecurity

Scope and scale that fully justifies the
proposed funding request

Demonstrate sufficient expertise and
experience of the project team to conduct
the proposed research with excellence

Demonstrate institutional commitment to
achieving strategic goals that are shared by
the lead and any partnering institutions

Establish multi -institutional, multi  -national
collaborations or linkages with
universities/colleges, national laboratories,
private sector research laboratories, and state
and local government organizations, as
appropriate to the project

Successful

Full Proposals Will
Include:

* All Full Proposal responses should also have

a filled detailed budget form (Template
be provided)

will

Plan for social stewardship through
community outreach and impact assessment
and mitigation, as appropriate to the project

No redundancy with work being done in
currently or previously funded program
projects and when overlaps are foreseen,
clear articulation of how the newly proposed
work compliments current efforts

Appropriate mechanisms for project
oversight and guidance

Management plan that integrates research,
capacity building/education and knowledge
transfer activities with inclusion of all partners
and affiliates as  appropriate

Plan for knowledge transfer through significant
intellectual exchange  within the DarkMatter
team

»OARKMATTER 22



Award Information

THE PROGRAM The award fund totaling to USD $1.5M will be dispersed over a period of 3 years (not exceeding
WILL AWARD USD $ 500,000 per year).  All awards will be selected by a rigorous, three -stage merit review
FUNDS ANNUALLY process, announced in May  2020.

Which gives the Cybersecurity Research Award (CRA) committee additional
responsibilities over and above what is usually associated with a grant. The Pl has
FUNDS WILL BE AWARD control and directs the project, with the assistance of any Co -PI's. The PI and
THROUGH A COOPERATIVE institution  have fiscal responsibility for the award and primary management
AGREEMENT responsibility for the conduct of the proposed activities. The cooperative agreements
will state the nature and extent of expected CRA committee involvement, such as

receipt of periodic reports and conduct of regular evaluations. A detailed agreement
ensures that the responsibilities of each party are fully understood.

In addition, one formal visit to UAE will be held approximately every 6
months from the start of the project in order to evaluate the progress

and future plans, with an emphasis on the quality of the research and
expected ability to meet the project goals and objectives.
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Eligibility Information

i ? 7@ 2
g e

Who may submit proposals? Who may serve as Principal
Domestic (UAE) or foreign, academic Investlgator (PI)?
universities/institutions/think tanks are eligible to

The PI must have substantial research and
management experience in a field of science
and/or engineering to lead the Project.

receive this cooperative agreement award.

All eligible entities must clearly demonstrate that they
have access to facilities and infrastructure necessary to
carry out the proposed project and agree to the fiscal
arrangements that the CRA committee requires to
clearly prove the ability to responsibly manage the
funds.

Co-PlIs may share in the responsibility of the
scientific or technical direction of the project. The
first name listed on the application will serve as
the primary liaison to the CRA committee and
have responsibility for the project management
and the submission of reports.
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Eligibility Information

Thereis NO LIMIT on the number of pre  -proposals that can be submitted to this
competition. However, it should be noted that any one organization may only receive one
award per competition cycle.

There is NO LIMIT on the number of pre  -proposals that can be submitted by a Pl or Co -
Pl, but it should be noted that a Pl or Co -PI may only receive one award per competitive
cycle.

Pre-Proposals submitted to the program must not have been previously submitted to other
agencies and either awarded or currently under review.

Based on the merit review of the pre -proposals, a select number of Pls will be invited to
present their research posters. Then a select number of poster talks will be then invited
to submit their full proposals for eligibility for the award.
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Preparation and Submission Instructions
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Milestone 1: Preparation and Submission Instruction of Pre - Proposals
(Pre -proposals are required)

2 s [N
,‘ All Pre -proposals with Cover page must be submitted by email at no later than .
: Midnight (GMT), August 30, 2019 . i
:\ Pre-proposals not compliant with the guidelines may be returned without review. 1
Requirements

The pre -proposal shall comply with the following specifications :

A Written in English

A Paper size when printed : ISO A4

A Margins : 2.5 cm (top, bottom and sides)

A Spacing : Single spaced

A Font: No smaller or more condensed than Times New Roman (acceptable fonts include Arial, Helvetica, Palatino,
Linotype or Georgia), 12 point for text and 10 point for figures and tables

A The pre-proposal will contain the following elements :

A Cover Page (Template provided)

A Consists of project title, PI and Co-PI (if any) information and sponsoring organizational information,
and list of senior personnel and their institutional affiliations

A A pdf file containing the following sections (shown in the following pages) : ]

o
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Milestone 1: Preparation and Submission Instruction of Pre - Proposals
(Pre -proposals are required)

Project Summary and Description N
(1-page minimum, 3 -page maximum ) y

A The Project Summary and Description should articulate a vision that clearly outlines the research being
addressed or breakthroughs being sought .

A It should provide sufficient information on the research (hypotheses, concepts, methods, approaches, data
measurements and analyses) and anticipated outcomes .

A The proposed approaches must be innovative, and it must be clear how the proposed project will transform or
significantly impact the research area and its broader implications for cybersecurity and solutions to threats
against Smart Cities.

A It should identify the roles and responsibilities of the Pl and/or other senior leadership, if relevant, along with
their respective institutions and institutional roles.

A The project summary and description should be informative to those working in the same or related field(s), and
understandable to a scientifically or technically literate reader. Links to URLs or other supplementary information
may not be used.

Note: For the pre-proposals, descriptions of facilities, equipment and other resources are not required . If this
{ information is an essential component of the research being proposed, it should be indicated briefly within the
Project Summary and Description . /

R R R R R R

» DARKMATTER
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Milestone 1: Preparation and Submission Instruction of Pre - Proposals
(Pre -proposals are required)

References cited hN
(no minimum, 2 -page maximum ) N

/ A Each reference must include the full citation . Applicants must be especially careful to follow accepted scholarly
practices in providing citations for source materials relied upon when preparing any section of the document .
This section must include bibliographic citations only and is not be used to provide parenthetical information
outside of the project description . It is important to be succinct and select only those references pertinent to the
proposed research . Reference numbers should also be shown in the text of the project description . Use of
published works should conform with international copyright treaties and best scholarly practices .

CVs of PI, Co -PI(s), and Senior Personnel
(Maximum 1  -page per individual )

that includes full name and title, institutional affiliation, brief summary of expertise and relevant experience, and
several sentences elucidating role in the project and how background is relevant to the competition, along with
other information (e.g. publications, patents, etc.) deemed relevant .

Required Supplementary Documents

A For the PI, Co-PI(s) and each senior personnel listed on the pr o] eaowed gage, one-page should be provided :

A List of suggested reviewers or reviewers not to include (with a brief explanation or justification for why the
reviewer should be excluded)
\ A Up to three keywords/phrases that pertain to your research topics, listed in order of priority
A Additional Information (if applicable, in a single pdf document) /
A Identification of proprietary or privileged information (if applicable ) ,/'

» DARKMATTER
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Milestone 2: Preparation and Submission Instruction of Poster Talks
(Research Posters are by invitation only)

A Y

:’ The acceptance of poster talk invitation must be sent through email at no later than :

: Midnight (GMT), September 26, 2019 . Teams can directly bring their posters for their talks at the event. i

X However, the evaluation of the posters will be as per the following guidelines and criteria. )
Requirements

A Dimensions of Poster: no larger than 220 height x 280 width
A Targeted Cybersecurity threat : Describe the specific threat to Smart Cities that the research will aim to address .

A Required information on the poster :

A Identify Smart City application(s) and technology used to address the threat . How do they interact in a
meaningful way to address the problem?

A Rationale : Identify key ideas that will be built upon. Describe the approach and qualifications for carrying
out the proposed strategies .

Anticipated Impacts : How will the research impact Smart Cities?
Timeline : include key research milestones

Budget : Outline the required resources to conduct the research

Graphics or visual representations of data as needed

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R S TR

»IARKMATTER 30


mailto:csra@darkmatter.ae

Preparation and Submission
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Source: https://www.washington.edu/brand/templates/research -posters/



